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Abstract 

The rapid advancement of information technology has brought significant changes to 
healthcare services, particularly in the management of patients' personal data. The 

digitalization of healthcare not only enhances efficiency but also poses serious risks of data 
breaches that threaten patients’ privacy rights. Law Number 27 of 2022 on Personal Data 

Protection has emerged as the State's effort to provide comprehensive legal protection for 
personal data, including health data, which is classified as specific data. This study employs a 

normative juridical approach by examining relevant regulations and data protection 
principles within the context of health law. The findings indicate that the government plays a 

central role in the control of personal data, both preventively and repressively, through its 
supervisory authority and law enforcement powers in cases of violations. The legal protection 

of patient privacy has been normatively strengthened; however, its implementation still faces 
challenges, particularly regarding institutional compliance, stakeholder awareness, and the 

effectiveness of supervisory authorities. Therefore, institutional reinforcement, public 

dissemination, and the modernization of data security systems are essential to ensure that the 
constitutional right to privacy is genuinely upheld in practice. 
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INTRODUCTION 

The rapid development of information technology has had a significant impact on 
healthcare service systems, particularly in the management of patients' personal data. Medical 
records that were once stored in physical form have now been transformed into digital formats, 
making them more accessible, easier to store, and transferable. This transformation facilitates 
efficiency, but also increases the risk of personal data breaches that may harm patients 
psychologically, socially, and economically. 

The rapid progress of technology and communication in human life has a dual effect, 
much like a double-edged sword. On one hand, the use of information and communication 
technology contributes to the advancement of human welfare and civilization. On the other 
hand, such technological developments may be exploited to commit unlawful acts that infringe 
upon legal interests, societal order, and national security. These include internet misuse, 
stalking, hacking, carding (credit card data theft), fraud, and defamation (Azwar et al., 2025). 

In the digital era, the health sector is experiencing a significant transformation through 
the use of information and communication technology, where now everything can be controlled 
from anywhere through the internet network and interconnected devices.(Kusnadi, 2021)The 
application of these sophisticated technologies has had a significant impact on society at large 
in their daily lives, such as increasing work productivity, building socio-economic relationships, 
and facilitating various activities, including patient data management, electronic medical 
records, and telemedicine services. However, these advances also pose serious threats to the 
confidentiality and privacy of patients' personal data. Health data leaks not only impinge on 
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patients' privacy rights but can also lead to stigma, discrimination, and other personal and 
social harms. 

In this rapidly evolving digital era, individuals' personal data is increasingly vulnerable 
to potential misuse and privacy violations. Indonesia, as a developing country with rapid 
technology adoption, has a responsibility to protect personal data as a means of privacy. In this 
context, the right to privacy is an urgent issue that needs to be addressed. The right to privacy 
is the fundamental right of every individual to maintain the confidentiality and security of their 
personal data. With the rise in cases of privacy violations and misuse of personal data, it is 
crucial for every country to have effective legislation to protect the privacy rights of its 
citizens.(Anggen Suari & Bachelor, 2023) 

This situation has pushed the need for a legal framework capable of providing 
comprehensive protection for personal data, particularly health data. In response to the threat 
of data breaches, Indonesia passed Law Number 27 of 2022 concerning Personal Data 
Protection (PDP Law). This law serves as a national legal instrument that comprehensively 
regulates the rights of data subjects, the obligations of data controllers and processors, and 
sanctions for privacy violations. The issue of personal data protection arises from concerns 
about privacy violations that individuals and/or legal entities may experience. These privacy 
violations can result in not only material but also moral losses, such as the damage to an 
individual's or organization's reputation.(Utomo et al., 2020) 

Numerous data breach cases, including in the healthcare sector, highlight the 
weaknesses of the data protection system prior to the introduction of specific regulations. In 
this context, the enactment of Law Number 27 of 2022 concerning Personal Data Protection 
(PDP Law) marks a significant milestone in the development of the data protection system in 
Indonesia. This law provides a national legal framework governing the rights of data subjects, 
the obligations of data controllers and processors, and law enforcement mechanisms in the 
event of violations. 

Law Number 27 of 2022 concerning Personal Data Protection which was ratified on 
October 17, 2022 was born from considerations mandated in the 1945 Constitution of the 
Republic of Indonesia. Article 28G paragraph (1) of the 1945 Constitution of the Republic of 
Indonesia states that, "Everyone has the right to protection of themselves, their families, their 
honor, their dignity and their property under their control, and has the right to a sense of 
security and protection from the threat of fear to do or not do something that is a human right." 
This confirms that all citizens without exception have the right to protection of themselves, 
their families, their honor, their dignity and their property under their control. The right to 
personal data is a property right inherent in every individual as a subject of personal data. 
Personal data protection applies to every individual, both Indonesian citizens and foreign 
citizens in Indonesia, relating to all processing of personal data, including collection, use, 
storage, transmission, and deletion.(Vania et al., 2023) 

Law Number 27 of 2022 concerning Personal Data Protection also classifies health data 
as specific or sensitive personal data, requiring stricter protection. Therefore, this law should 
be a tool capable of controlling and mitigating patient data leaks. However, the effectiveness of 
the protection provided by the state through this law remains questionable, given the 
significant implementation challenges, including legal awareness, infrastructure readiness, and 
oversight. 

Regulations intended as mechanisms for protecting personal data within the framework 
of fulfilling the right to privacy are reflected in several regulatory models established by various 
parties, including international organizations, such as the European Union, the Organization for 
Economic Cooperation and Development (OECD), the Asia-Pacific Economic Cooperation 
(APEC), and the Economic Community for West African States (ECOWAS). Furthermore, the 
diverse models of personal data protection in several countries around the world also enrich 
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the treasury of regulatory models themselves. These various regulatory models demonstrate 
the crucial role of personal data protection for human rights. These regulatory models for 
personal data protection also address issues related to oversight of the management of the 
personal data in question. Furthermore, redress mechanisms for victims of violations of the 
right to privacy regarding their personal data are also an important part of data 
protection.(Djafar et al., 2016) 

With the ratification of the Law on Personal Data Protection, it is hoped that it will 
protect the basic rights and freedoms of citizens regarding the protection of personal data, 
improve legal protection regarding personal data, provide legal certainty in the event of 
violations regarding the use of personal data, ensure organizational compliance, especially for 
the health sector which processes a lot of patient personal data. 

Based on these conditions, it is important to examine the government's role, through 
Law Number 27 of 2022 concerning Personal Data Protection, in controlling personal data 
leaks, and the legal protection of patient privacy in Indonesia within the framework of human 
rights and state responsibility. 

Based on the explanation above, the formulation of the problem raised is: 
1. How does the government, through personal data protection laws, control personal data 

in the event of a personal data leak? 
What legal protection is provided for patient privacy in Indonesia? 
 
 

METHOD 

This research uses a normative legal approach, a legal research method based on the 

study of applicable positive legal norms. This approach was chosen because the primary focus 

of this research is to examine the role of Law Number 27 of 2022 concerning Personal Data 

Protection (PDP Law) in providing legal protection for patient privacy, particularly in the 

context of personal data leaks in the healthcare system. This research relies on a review of 

statutory regulations as the primary source of law. Therefore, this study will examine various 

regulations governing personal data protection, patient privacy, and the right to confidentiality 

of health information. This approach is supported by a statute approach and a conceptual 

approach. 

The legal materials used in this study consist of primary, secondary, and tertiary legal 

materials. Primary legal materials include laws and regulations that serve as the legal basis for 

personal data protection and patient privacy rights. Secondary legal materials include legal 

literature, scientific journals, legal expert opinions, and other relevant publications. Tertiary 

legal materials are used to strengthen understanding of specific legal terms or concepts that 

are key to the discussion. All legal materials are analyzed using qualitative descriptive analysis 

methods, which aim to systematically and logically describe the content of legal norms and 

evaluate how these norms are implemented in patient data protection practices. Through this 

approach, it is hoped that a comprehensive understanding of how Law Number 27 of 2022 

concerning Personal Data Protection functions as a shield for patient privacy protection and its 

effectiveness in addressing the challenges of personal data leaks in the healthcare sector will 

be achieved. 
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RESULTS AND DISCUSSION 

Control of Personal Data by the Government in the Event of a Personal Data Leak in the 
Light of the Personal Data Protection Act. 

Information technology is now capable of collecting, storing, sharing, and analyzing data. 
These activities have resulted in various sectors of life utilizing information technology sys-
tems, such as the implementation of electronic commerce (e-commerce) in the trade/business 
sector, electronic education (e-education) in education, electronic health (e-health) in health, 
electronic government (e-government) in government, search engines, social networks, 
smartphones and mobile internet, and the development of the cloud computing industry.(Wul-
ansari, 2020)Increasingly sophisticated technological developments pose a number of new 
challenges, particularly regarding the enjoyment of the right to privacy. Data-driven internet 
technology is increasingly being used in Indonesia to meet needs, ranging from banking and 
healthcare to trade transactions, even online transportation, and various other activities that 
require the collection of personal data. This phenomenon presents unique challenges, particu-
larly in addressing the issue of ensuring personal data protection. 

At the global economic level, Indonesia is considered a country with a strategic position 
in international trade, including electronic transactions that allow for the increasingly wide-
spread distribution of personal data.(Palupy, 2011)This situation has forced the Indonesian 
government to issue a legal product in the realm of personal data, which is currently mandated 
through Law Number 27 of 2022 concerning Personal Data Protection (PDP Law). The Personal 
Data Protection Law is a legal consequence of the Indonesian government's ratification of four 
international conventions, namely the Universal Declaration on Human Rights; Article 12; the 
International Covenant on Civil and Political Rights: Article 17; the Convention on the Rights of 
the Child: Article 16; and the International Convention on the Protection of All Migrant Workers 
and Members of Their Families: Article 14. The importance and relevance of Law Number 27 of 
2022 concerning Personal Data Protection are undoubtedly stated in the General Explanation 
of the Personal Data Protection Law, especially in relation to the protection of human rights, 
especially the right to privacy.(Puwa et al., 2023) 

The concept of personal data protection initially developed from the idea of personal data 
protection as a fundamental human right, which was initiated by Warren and Brandeis, who 
formulated that privacy is the right to enjoy one's life and the right to be respected in one's 
feelings and thoughts, which should not be disturbed by other parties (right to be alone).(Mu-
tiara & Maulana, 2020)This statement is confirmed in Article 17 of the International Covenant 
on Civil and Political Rights (hereinafter referred to as "ICCPR") in the General Comment Hu-
man Rights Committee No. 16 on the Right to Respect of Privacy, Family, Home, and Corre-
spondence, and Protection of Honor and Reputation and Article 12 of the Universal Declaration 
of Human Rights which states that, "no one shall be subjected to arbitrary interference with his 
privacy, family, home or correspondence, nor to attacks upon his honor and reputation. Every-
one has the right to the protection of the law against such interference or attacks."(Matheus & 
Gunadi, 2023) 

The spread of information in the current digital era of information and communication 
technology is so fast, global, and cross-border, creating new challenges that increase the risk of 
personal data breaches and violations of privacy rights.(Muhajir, 2019)Personal data breaches 
are a serious threat to digital systems, particularly in sectors that process sensitive data, such 
as healthcare. The government, as the holder of the obligation to protect citizens' human rights, 
plays a central role in ensuring the security and integrity of personal data. This is normatively 
affirmed in Law Number 27 of 2022 concerning Personal Data Protection (PDP Law), which 
provides a legal basis for controlling and responding to data breach incidents. 
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Law Number 27 of 2022 concerning Personal Data Protection positions the government, 
in this case the personal data protection supervisory authority, as an entity with strategic au-
thority to ensure compliance with data protection principles. Article 57 paragraph (1) of the 
Personal Data Protection Law states that the supervisory authority is tasked with overseeing 
the implementation of personal data processing. When a data leak occurs, the government has 
an obligation to monitor, audit, investigate, and can impose administrative sanctions or recom-
mend criminal sanctions if there are elements of a violation of the law. The government, which 
acts as a regulator, has two main responsibilities that must be fulfilled in terms of protecting 
the information and confidentiality of personal data of internet service users belonging to its 
citizens. The first responsibility is that the government must create a strong legal framework 
or legal regulations that regulate the legal protection of personal data confidentiality as a right 
to privacy. The second responsibility that must be carried out is that the government must su-
pervise and enforce the regulations made.(Anakotta et al., 2024) 

The frequent leaks of Indonesian citizens' personal data demonstrate that personal data 
protection remains highly vulnerable and could threaten the future growth of the digital econ-
omy. The National Consumer Protection Agency of the Republic of Indonesia stated that the 
various incidents experienced by Indonesia, particularly related to data breaches, have im-
pacted not only the private sector but also the Indonesian government. This indicates that over-
sight and law enforcement regarding personal data protection, particularly in the e-commerce 
sector, still have weaknesses that need to be addressed. This statement indicates that the im-
plementation of oversight and law enforcement in Indonesia regarding personal data protec-
tion has not yet reached its optimal level.(Matheus & Gunadi, 2023) 

Therefore, in the event of a data breach, Article 46 of the Personal Data Protection Law 
requires data controllers to immediately notify the data owner and the supervisory authority 
of the incident, no later than 3 x 24 hours after the breach is discovered. The government can 
then take additional security measures, including temporarily suspending data processing or 
issuing corrective instructions to data controllers. The obligation   

By law, the government is the controller of personal data, meaning any individual, public 
body, or international organization acting individually or collectively to determine the pur-
poses and exercise control over the processing of personal data. Therefore, personal data con-
trollers have the following obligations: 

1) The personal data controller must have a basis for processing personal data; 
2) The basis for processing personal data as referred to in paragraph (1) includes; 
a. explicit valid consent from the Personal Data Subject for 1 (one) or several specific 

purposes that have been conveyed by the Personal Data Controller to the Personal 
Data Subject; 

b. fulfillment of agreement obligations in the event that the Personal Data Subject is 
one of the parties or to fulfill the Personal Data Subject's request when entering into 
an agreement; 

c. fulfillment of legal obligations of the personal data controller in accordance with the 
provisions of laws and regulations; 

d. fulfillment of the protection of the vital interests of Personal Data Subjects; 
e. carrying out duties in the public interest, public services, or carrying out the author-

ity of the Personal Data Controller based on statutory regulations; and/or; 
f. fulfillment of other legitimate interests by taking into account the objectives, needs 

and balance of interests of the Personal Data Controller and the rights of the Per-
sonal Data Subject. 

Furthermore, the government as the controller of personal data is obliged and must in-
form application users (personal data subjects) regarding the processing of personal data based 
on consent, including: 
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a. legality of personal data processing; 
b. purpose of processing personal data; 
c. the type and relevance of personal data to be processed; 
d. retention period for documents containing personal data; 
e. details regarding the information collected; 
f. personal data processing period; and 
g. personal data subject rights. 

In general, if listed in order, the controller of personal data, in this case the government, 
has obligations that must be carried out in the process of controlling personal data, including: 

1) have a basis for processing personal data; 
2) convey all information related to personal data; 
3) show proof of consent given by the personal data subject; 
4) carry out limited and specific, legally valid and transparent processing of personal 

data; 
5) carry out processing of personal data in accordance with the purposes of processing 

personal data; 
6) ensure the accuracy, completeness and consistency of personal data; 
7) required to carry out verification; 
8) update and/or correct errors and/or inaccuracies in personal data no later than 3 x 

24 (three times twenty-four) hours from the time the personal data controller re-
ceives the request for updating and/or correcting personal data; 

9) notify the results of updates and/or corrections to personal data subjects; 
10) record all personal data processing activities; 
11) provide access to personal data subjects to the personal data processed along with a 

track record of the processing of personal data in accordance with the period of stor-
age of personal data; 

12) refuse to provide access to changes to personal data to personal data subjects in the 
event of: 
a. endanger the security, physical health, or mental health of the personal data sub-

ject and/or other persons; 
b. impact on the disclosure of personal data belonging to; 
c. contrary to the interests of national defense and security. 

13) conducting an assessment of the impact of personal data protection in cases where 
the processing of personal data has a high potential risk to the personal data subject; 

14) protect and ensure the security of the personal data it processes; 
15) maintain the confidentiality of personal data; 
16) stop processing personal data in the event that the personal data subject withdraws 

consent to processing personal data; 
17) terminate the processing of personal data; 
18) delete and destroy personal data once it is no longer needed. 
19) responsible for processing personal data and demonstrating accountability in ful-

filling the obligation to implement the principles of personal data protection. 
In the context of health data leaks, which are classified as specific personal data, the pro-

tection provided must be even stricter. The government also has a responsibility to ensure that 
all data controllers in the health sector, such as hospitals, clinics, laboratories, and digital health 
application providers, have implemented the data protection principles stipulated in the PDP 
Law, including the principles of data minimization, transparency, accountability, and security. 
Therefore, government control of personal data includes not only reactive post-leak measures 
but also preventive and corrective oversight mechanisms, to ensure the fulfillment of citizens' 
constitutional rights to personal data protection. 
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The Personal Data Protection Law provides legal legitimacy for the government to moni-
tor, control, and enforce the law on personal data breaches. However, the effectiveness of these 
controls is largely determined by the institutional readiness of supervisory authorities, the 
compliance of data controllers, and the state's consistency in imposing sanctions against viola-
tions, ensuring that citizens' privacy rights, particularly in the healthcare sector, can be effec-
tively and effectively realized. 

 
Legal Protection of Patient Data Privacy in Indonesia 

As a country based on law, the Indonesian government is obliged to guarantee the 
protection of personal data as a form of fundamental human right. This perspective is in line 
with Scheltema's view as stated in a quote by Ahmad Redi, who identified five main 
characteristics of a state based on law (State of Law/Rechtsstaat). One of these characteristics 
involves respecting, recognizing and protecting human rights that respect the dignity of each 
individual.(Redi, 2021)This mandate is also reaffirmed in Law No. 11 of 2008 concerning 
Electronic Information and Transactions (hereinafter referred to as "Law No. 11 of 2008"), 
where the Explanation to Article 26 of Law No. 11 of 2008 explains that the protection of 
personal data falls within the realm of personal rights, also known as the right to privacy. Most 
recently, with the enactment of Law No. 27 of 2022, the existence of personal data protection 
in Indonesia has been further strengthened as a guarantee of people's basic rights. 

Privacy and personal data protection significantly impact the development of a country's 
digital economy, including Indonesia. This protection is a determining factor in online trust, 
which is crucial in digital transactions. Privacy and personal data are crucial because online 
users will not conduct digital transactions if they feel their privacy and personal data are 
threatened. One aspect of privacy and personal data protection concerns how personal data 
will be processed, including sensitive user data. If distributed to irresponsible parties, it could 
potentially cause financial losses and even threaten the owner's security and safety. Threats 
arising from weak privacy and personal data protection have a direct correlation with economic 
growth resulting from online transactions.(Dewi Rosadi & Gumelar Pratama, 2018) 

The importance of personal data protection has gained traction with the rise in mobile 
phone and internet users. A number of emerging cases, particularly those involving personal 
data leaks and resulting fraud or pornography, reinforce the need for legal regulations to 
protect personal data. Personal data protection is closely linked to the concept of privacy, which 
is the concept of maintaining personal integrity and dignity.(Djafar & Komarudin, 2014) 

Legal protection is implemented as a collection of rules or legal principles implemented 
to protect one thing from another. Regarding personal data confidentiality, the law protects the 
rights of internet service users from anything that could result in the non-fulfillment of those 
rights, in this case the confidentiality of the internet user's personal data.(Hadjon, 
2007)Personal data associated with an individual is a right that must be protected. Personal 
data is part of a person's privacy. Generally, there are three aspects of privacy: privacy related 
to the individual, privacy regarding one's data, and privacy regarding one's 
communications.(Makarim, 2005)The use of data by a person by the government or private 
sector, business entity or individual without permission is a violation of a person's 
privacy.(Mukhtar, 2018)  

Therefore, personal data must be protected, the obligation to protect personal data is 
reflected in the 1945 Constitution Article 28 G paragraph 1 "Everyone has the right to 
protection of themselves, their families, their honor, their dignity, and their property under 
their control, and has the right to a sense of security and protection from the threat of fear to 
do or not do something that is a human right." The provisions of this article have the same 
meaning as the Universal Declaration of Human Rights as stated in article 12 which was later 
adopted in the International Covenant on Civil and Political Rights (article 17) which applies 
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based on Law Number 12 of 2005 concerning the Ratification of the International Covenant on 
Civil and Political Rights (International Covenant on Civil and Political Rights) which provides 
rights or guarantees for the protection of personal data. 

The provisions regarding the protection of privacy and personal data are mandated by 
Article 28G of the 1945 Constitution of the Republic of Indonesia, which regulates the right to 
protection of oneself, family, honor, dignity, and property under one's authority. To be able to 
view these provisions as provisions regarding privacy and personal data, Warren and 
Brandeis's opinion in their work entitled "The Right to Privacy" states that privacy is the right 
to enjoy life and the right to have one's feelings and thoughts respected.(Rosadi, 2015). One 
important point in the context of personal data protection is how personal data protection 
efforts can also be a means of protecting one's privacy.(Mardiansyah, 2018) 

Forms of protection can be implemented before and after the processing of personal 
subject data, from the protection side before the processing of personal data, it is in the form of 
actions such as providing security and privacy policies, implementing data encryption, 
implementing access control, organizing user approval and notification, to implementing data 
storage policies.(Anugrah et al., 2023)Meanwhile, the form of protection that can be provided 
after personal data has been processed is in the form of permanent deletion of personal data if 
there is a leak of personal data to taking full responsibility for the processing of personal data 
and demonstrating responsibility in fulfilling the obligation to implement the principle of 
personal data protection. 

Personal data protection is essential because it relates to sovereignty in political and 
economic aspects, both on a large scale, between countries, and to the human rights of 
individual citizens. This includes information such as National Identity Cards (KTP), health 
data, bank accounts, and even individual mobility records, which are frequently used in the 
context of pandemic management.(Aji, 2023)Especially in Indonesia, the COVID-19 pandemic 
has had various impacts, not only on public health, but also on lifestyles as a result of various 
policies implemented by the competent authorities in handling COVID-19, such as in the 
economic, social, political, educational, and psychological fields.(Aspan, 2021) 

Patient data privacy is a fundamental human right that cannot be diminished under any 
circumstances (non-derogable rights). In the context of health law, patient privacy is closely 
related to the principle of confidentiality of medical information disclosed by patients to 
healthcare professionals. This principle forms the foundation of trust in the therapeutic 
relationship between patients and healthcare providers. Therefore, the state has an obligation 
to ensure legal guarantees for the protection of patient data privacy, particularly amidst the 
development of digital technology that increases the risk of data misuse. 

The state's obligation to protect the right to health of all citizens aligns with the WHO's 
statement that the state, in this case the government, has responsibility for the health of its 
citizens. According to the WHO, "the government has a responsibility for the health of its people, 
which can be fulfilled only by the provision of adequate health and social 
measures."(Mardiansyah, 2018) 

This protection within the health sector is insufficient to address the complexities of 
personal data protection in digital health systems involving third parties, such as application 
platform providers, cloud storage, and insurance institutions. Therefore, Law No. 27 of 2022 
concerning Personal Data Protection (PDP Law) expands the scope of legal protection by 
designating health data as a specific type of personal data that must be processed carefully and 
with higher security standards. 

Law Number 27 of 2022 concerning Personal Data Protection grants data subjects (in 
this case, patients) a number of rights, including the right to access, the right to rectify data, the 
right to delete data, and the right to obtain information regarding the processing of their 
personal data. Data controllers (such as hospitals or healthcare applications) are obligated to 
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securely manage and store patient data and prevent unauthorized access. In the event of a 
violation of these rights, Law Number 27 of 2022 concerning Personal Data Protection provides 
a complaint mechanism and opens up opportunities for claims for compensation, whether 
administrative, civil, or criminal. 

In several International Conventions and international legal documents, provisions 
regarding the right to health are stipulated as one of the basic rights (fundamental rights) that 
every individual has. The provisions on the right to health, which are fundamental rights that 
every individual has, are stated in the preamble to the World Health Organization (WHO) 
Constitution, which states: The enjoyment of the highest attainable standard of health is one of 
the fundamental rights of every human being without distinction of race, religion, political 
belief, economic or social conditions.(Leary, 1994). It is understood that health, as a basic right 
of every individual, must be respected and fulfilled by the state without distinction of ethnicity, 
religion, political background, economic status, or social status. In addition to national 
instruments, legal protection of patient privacy is also reinforced by international principles, 
such as General Comment No. 14 of the UN Committee on Economic, Social, and Cultural Rights, 
which states that the right to health includes guarantees of confidentiality of patient medical 
data. 

With the regulation of health data as a specific form of personal data under Law Number 
27 of 2022 concerning Personal Data Protection, legal protection of patient privacy is no longer 
a sectoral issue but has become part of a comprehensive national data protection system. This 
reflects the state's recognition that medical data is not merely technical but also concerns 
aspects of an individual's dignity, honor, and personal confidentiality, which must be 
safeguarded. 

Although the available legal instruments have shown significant progress in terms of 
normative aspects, challenges remain in implementation. Low compliance by healthcare 
institutions with data security standards, weak oversight, and the suboptimal function of data 
protection supervisory authorities are obstacles to ensuring effective protection. Therefore, 
legal protection of patient privacy must be supported by increased technical and institutional 
capacity, education for data controllers, and awareness of the importance of the right to privacy 
as a fundamental human right. 

In this context, Law Number 27 of 2022 concerning Personal Data Protection must be 
understood not merely as an administrative regulation, but as a constitutional protection 
instrument that positions patients as legal subjects entitled to full control over their personal 
data. Therefore, legal responsibility for protecting patient privacy lies not only with healthcare 
providers but also with the state, which is obliged to guarantee the fulfillment, respect, and 
protection of this right through effective regulation and strict oversight. Thus, the legal 
protection system for patient privacy in Indonesia has been strengthened through the cross-
sectoral enactment of Law Number 27 of 2022 concerning Personal Data Protection, although 
its effectiveness depends heavily on implementation, legal awareness of stakeholders, and the 
functioning of state-provided oversight mechanisms. 

 

 

CONCLUSION 

Law Number 27 of 2022 concerning Personal Data Protection provides a crucial legal 
basis for controlling and protecting citizens' personal data, including patient health data. This 
law affirms the state's commitment to guaranteeing the right to privacy as a constitutionally 
protected human right. The government, through its supervisory authorities, holds primary 
responsibility for ensuring data processing complies with legal principles and for imposing 
sanctions for any violations, particularly in cases of personal data breaches. 
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In the context of legal protection for patient privacy, the PDP Law expands and 
strengthens the legal framework, including recognition of data subject rights and the 
obligations of data controllers to maintain the security and confidentiality of medical 
information. However, implementation in the field still faces various obstacles, ranging from 
weak oversight infrastructure, low compliance among healthcare institutions, to a suboptimal 
understanding of the importance of data protection. Therefore, strategic steps are needed, 
including increasing legal awareness, building institutional capacity, and updating data security 
systems to ensure effective and sustainable protection of patient privacy. 
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